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Mpunoxenne N 2

WHO®OPMALMOHHAA NAMATKA
AnA OBYYAIOLWKXCA AnA PASMELLEHUA
HA O®PULUMATIbHbIX UHTEPHET-PECYPCAX

C kaxablM roaoM Moroaexu B MHTEPHETE CTAHOBUTbLCA Oonblle, a LKOMbHUKA OAHU U3 CaMbIX aKTUBHbIX
nonb3oBaTenen PyHeTa. Memp,y TEéM, MOMMMO OIFpPOMHOIo Komnnm4yecTBa BO3MOXHOCTEN, MHTEPHET HECEeT U
I'IpO6.I'IeMbI. OTa namsTka AoImkHa nomoyb Tebe 6e3onacHO HaXOAMTLCS B CETU.

KomnbloTepHbie BUPYCbI

KOMI'Ib}OTeprIIZ BUPYC - 3TO pPa3HOBUAHOCTb KOMIbKOTEPHbIX MNporpamMmm, OTNMYNTENBHON OCOOEHHOCTLIO
KOTOpOIZ SIBMSIeTCA CMNOCOOHOCTL K Pa3MHOXXeHUIO. B pgononHeHue K 39TOMY, BMPYCbl MOryT noBpeaunTb WUINn
NONMHOCTbO YHUYTOXUTb BCE cba|7|nb| N OaHHble, NMOAKOHTPOJIbHbIE MNOJyIb30BaATENIO, OT MMEHU KOTOPOro Obina
3anyuleHa 3apaxeHHas nporpamMmmMa, a Takke nospeanTb Unn gaxke yHUHTOXNUTb onepaunoHHYy0o CuctemMmy CoO BCeMU
(baIZJ'IaMI/I B Lenom. B 6onblUnMHCTBE chny4aeB pacrnpocCTpaHAKTCA BUPYChbl Hepe3 MHTEePHET.

MeToabl 3aWwmThl OT BPE€AOHOCHbIX nporpamm:

1. Wcnonb3yii COBpeMeHHble OnepaLuoHHblE CUCTEMbl, UMENLIME Cepbe3Hblli YPOBEHb 3allnTbl OT
BPEOOHOCHbIX NPOrpaMmm;

2. TloCTOsIHHO ycTaHaBnMBan navtu (UMdPOBbLIE 3annaTkyM, KOTOpble aBTOMAaTUYECKM YCTAHABMMBAKOTCH C
uenblo JopaboTkM nMporpamMMbl) U OpyrMe OOHOBIEHWSI CBOEW OMeEpPauVoHHON cucTembl. CkaumBani UX TOMBKO C
oduumanbHoro canta paspabotynka OC. Ecnm cyectByeT pexxnm aBTomaTuy4eckoro 0OHOBMEHUS, BKITHOYN €T0;

3. PaboTtan Ha cBoem KOMNbOTEPE NOA nNpaBamMu NnoJjib3oBaTeNnAd, a HEe agMUHUCTPAaTOopa. OT0 He no3BoNUT
6OJ'IbLIJI/IHCTBy BPEeAOHOCHbLIX nporpamMmm NHCTansimpoBaTbCA Ha TBOEM NepCOHalrlbHOM KOMMbIOTEPE;

4. Vcnonb3yh aHTUBUPYCHblE MPOrpamMMHble MPOAYKTbl M3BECTHbIX NPOU3BOAUTENEN, C aBTOMAaTUYECKUM
obHoBMeHneM 6a3s;

5. OFpaHI/I‘-Ib cb|/|3|/|qe0|<|/||7| OO0CTyn K KOMMNbOTEPY ANA NOCTOPOHHUX AL,

6. Micnonb3yn BHeLLHWE HOocUMTeNn MHOPMaLMK, Takue Kak dreLlka, AUCK unm damn U3 MHTepHeTa, TOMbKo
N3 NPOBEPEHHbIX UCTOYHWNKOB;

7. He oTKkpbiBail KOMMNbIOTEPHbIE (palrnbl, NOMYYEHHbIE U3 HEHaO4EeXHbIX UCTOYHUKOB. [daxe Te dainsbl,
KOTOpble npucnan TBOW 3HAKOMbIN. Jlyylle yTOYHM Y HEro, oTNpPaBnsn fin oH Tebe nx.

Cetn WI-FI

Wi-Fi - aT0 He BuA nepegayn OaHHbIX, HE TEXHOMOMMS, a Bcero nuuwb 6peHa, Mapka. Euwe B 1991 rogy
HuaepraHgckass komnaHus 3apervctpupoBana 6peHg "WECA", yto obosHadvano cnosocoyeTaHue "Wireless
Fidelity", koTopbIi nepeBoanTCcs Kak "becnpoBogHasi TOHHOCTL".

[o Hawero BpemeHu fowrna gpyras abbpeBuatypa, KOTopas SBMSIETCS TakoW XXe TexHomnormen. 910
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue ObINIO AaHO C HAMEKOM Ha CTaHAApPT BbICLIEN 3BYKOBOWN TexHukn Hi-Fi, 4yTo
B NepeBoe o3HavaeT "BblCOKasg TOYHOCTL".

Oa, OecnnaTtHbIn MHTEePHEeT-A0CTyNn B Kacbe, oTenAax M asponoptax ABrAeTCA OTNINYHON BO3MOXHOCTbIO
BblXO4a B UHTEPHET. Ho mHorue 9KCNEepPTbl CHNTAIOT, 4YTO O6LLI,€ﬂ,OCTyFIHbIe Wi-Fi ceTn He siBnsAoTCcs 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTy paboTbl B 0bwenocTynHbix ceTsax Wi-fi:
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1. He nepepaBanm cBoOl nu4YHyl0 MHpopmauuto yepe3 obwepoctynHble Wi-Fi cetn. Pabotas B HuX,
XenaTenbHO He BBOAMTb Naponuv A0CTyNna, NornHbl U Kakme-To HOMepa;

2. Ncnonb3yit 1 06HOBNS aHTUBUPYCHbIE NporpaMMbl U GpaHamayep. Tem cambiM Tbl 06e3onacullb cebst oT
3aKayky BUpYca Ha TBOE YCTPOWCTBO;

3. Mpu ucnonbaosanum Wi-Fi otkntoum doyHkumio "O6Lwmi gocTyn K dharnam u npuHtepam”. [JaHHasa gyHKUmMA
3aKpbiTa MO YMOSYaHWIO, OAHAKO HEKOTOpble MONb30BaTENW aKTUBUPYIOT e€e Ans yoobcTBa UCMNONb30BaHWS B
paboTe nnm y4yebe;

4. He ucnonb3yn nybnunynein WI-FI gna nepegaym nuuHbIX JaHHbIX, HANpMMep ONs BbIXO4a B coumarbHble
CETU UMK B SMNEKTPOHHYIO NOYTY;

5. Vicnonb3yn TonbKo 3awmieHHoe coeguHeHne Yepe3 HTTPS, a He HTTP, T.e. npu Habope BebG-agpeca
BBOAM MMeHHO "https:/";

6. B mMobuneHom TenedoHe oTkmouM dyHkumio "lMogkntoyveHne k Wi-Fi aBTomatmyeckn”. He ponyckan
aBTOMATUYECKOro NoAKIoYeHUst ycTponcTaa k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTn

CouunanbHble CeTV akTUBHO BXOAST B Hally XW3Hb, MHOrMe oy paboTaloT M XKUBYT TaM MOCTOSIHHO, a B
Facebook yxe sapernctpvpoBaH MUNNMapn YenoBeK, YTO SABMNSAETCA OAQHON CedbMOW BCEX XXUTEereil nnaHeTbl.
MHorve nonb3oBaTeny He MOHMMAIOT, YTO MHOPMAaLNSA, pasMellleHHas MU B coLMarnbHbIX CETAX, MOXET ObiTb
HaliaeHa 1 cnonb3oBaHa KeM YrolHo, B TOM YMcrie He o6GsA3aTernbHO ¢ brarumm HaMmepeHUsIMA.

OcCHOBHble coBeThl N0 6e30NacHOCTU B CoLManbHbIX CETAX:
1. OrpaHnyb cnncok apyseit. Y Te6s B Apy3bax He AOHKHO GblTb CrydaliHbIX M HE3HAKOMbIX NI0OEN;

2. 3awmuian CBoK 4acTHYH XM3Hb. He ykasbiBait naponu, TenedoHbl, aapeca, AaTy TBOEro POXOEHUS U
APYTYIO NIMYHYIO MHAOPMALIMIO. 3MOYMBILLNIEHHMKA MOTYT UCMONb30BaTh Aaxe UHOpMaLMio O TOM, Kak Tbl 1 TBOU
poauTenu nrnaHMpyeTe NPOBECTU KaHWUKYIbI;

3. 3awumiian ceolo penyTaumio - AepXn ee B YNCTOTE M 3adaBan cebe Bonpoc: xoTen Obl Tbl, YTOOLI Apyrue
nonb3oBaTeny BUAENM, YTO Thl 3arpyxaewwb? MNogyman, npexae Yem 4To-To onybnuMkoBaTb, HAaNUCaTb U 3arpy3nThb;

4. Ecnu Tbl roBOpuLLb C NMOAbMU, KOTOPbIX HE 3Haellb, HE I/ICFIO.I'Ib3yIZ CBO€ pealibHOe NMA 1N OPYTryH JIMYHYKO
I/IH(bOpMaLI,I/II/IZ NM4A, MeCTO XUTeNnbCTBa, MECTO yqe6b| M npo4yee;

5. UN3beran pasmelleHus doTtorpacdun B IHTepHeTe, rae Tbl M3006paXKeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpeaenuTb TBOE MECTOMNOSIOXKEHNE;

6. Mpu perucTpauum B coumanbHOW ceT HeOBXOAMMO UCMONb30BaTh CIOXHbIE Mapony, CocTosimMe U3 GyKB
N UMdP U C KONMMYECTBOM 3HAKOB He MeHee 8;

7. lnga coumnanbHON CeTH, NOYThI K Opyrmx canToB HEOOXOAMMO UCMONb30BaTb pa3Hble naponu. Torpa ecnu
Tebs B3NoMatoT, TO 3MOyMbILWNEeHHUKN nony4at 4OCTyn TOJ1IbKO K OAHOMY MECTY, a HE BO BCe Cpaady.

OneKTpPOoHHbIe AeHbIn

aﬂeKTpOHHbIe OEeHbIN - 3TO O4YeHb yﬂ,O6HbIIZ cnocob nnartexen, ogHako CyleCTBYHOT MOLUEHHUKHN, KOTOPbIE
XOTAT NONY4YUTb 3TN OEHbIN.

aﬂeKTpOHHble OEHbIM NOABUITUCb COBCEM HeL4aBHO U MMEHHO M3-3a 3TOro BO MHOIMMX rocygapcrteax o Cux
nop He nponncaHo Npo HMX B 3aKOHax.

B Poccun xe oHu (byHKLI,I/IOHI/Ipy}OT N O HUX yXe MpPOonncaHo B 3aKOHe, rge Ux pasgendrT Ha HeCKOIbKO
BNOOB - aQHOHMMHbIE W HE aHOHMMHble. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3peLllaeTcd
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npoBOAUTb onepauunun be3 VIﬂ,eHTVI(bVIKaLI,VIVI nonb3oBartend, a B HEaHOHUMHbIX I/Iﬂ,eHTI/I(bI/IKaLI,I/IFl nonb3oBaTtend
ABnsieTca 006a3aTerbHON.

Takke cnenyet pasnuyaTtb 3rEeKTPOHHbIE (bI/IaTHbIe AOeHbInN (paBHbI rocyaapCTtBeHHbIM BaJ'IPOTaM) n
ANIEKTPOHHbIE He(bI/IaTHbIe OeHbIN (He paBHbl roCcyaapCTBEHHbLIM Ba.I'I}OTaM).

OcHoBHble coBeTbl Mo Ge3onacHoi paboTe C ANEKTPOHHLIMI AeHbraMu:

1. MpuBsaxM K cHeTy MOOUNbHLIN TenedoH. JTO caMbiii YAOOHbIA U BbICTPLIN CNOCO6 BOCCTAHOBUTL OOCTYM K
cyety. [NpuBs3aHHbIN TeNedOH MOMOXET, ecnu 3abyaellb CBOW MMAaTEXHbIM Naporfb UK 3aifellb Ha CanT C
HEe3HaKoMOro yCTpONCTBa;

2. Vicnonb3yn ogHopa3oBble naponu. locne nepexoga Ha YCUMEHHYO aBTopu3auuio Tebe yxe He Oyger
yrpoXaTb ONacHOCTb KpaXKu UK nepexearta nnaTexHoro napons;

3. Bbibepu cnoxHbein naponb. lpecTynHukam OyaeT He MpOCTO yragatb COXHBbIM naponb. HagexHble
naponu - 3To Naposnu, KOTopble COAEPXKaT HE MeHee 8 3HAKOB M BKMNOYalOT B cebs1 CTPOYHLIE N NPONUCHBbIE BYKBbI,
UMdpbl U HECKOMNbKO CUMBOMOB, TakMe Kak 3HaK gonnapa, gyHTa, BOCKnULaTernbHbI 3HaK u T.n. Hanpumep,
$tRONg!;;

4. He BBOAW CBOU JINYHbIE JaHHbIE Ha ca|7|Tax, KOTOPbIM HE AOBEpPAELLb.
OneKTpoHHas noyTta

aﬂeKTpOHHaﬂ no4yTta - 3TO TEexXHonornda un npenocrtaBfdAeMble €0 YyCrnyrm no nepecblike n nory4vYeHuro
OINEKTPOHHbIX coobLeHnn, KOTOpPblIE pacnpenendarnTca B KOMFIb}OTepHOIZ cetn. OBbIYHO SJ'IeKTpOHHbIIZ NOYTOBbLIN
AWMK BblMAAUT cneayoumm O6p830MZ VIMFl_I'IOJ'Ib3OBaTeJ'IF|@VIMH_AOMeHa. Takke KpomMe nepengadn npocTtoro
TEKCTa, MMeeTCA BO3MOXXHOCTb nNepenaBsaTtb (baIZJ'IbI.

OcHOBHble COBETbI NO Ge3onacHoi paboTe C 3NEKTPOHHON NOYTON:

1. Hago BbIOpaTb NpaBunbHbIA MOYTOBLIA CepBUC. B MHTepHeTe ecTb OrpoMHbIA BbIGOp GecnnaTHbIX
MOYTOBbLIX CEPBMCOB, OAHAKO Ny4lle JOBEPATb TEM, KOro 3HaeLlb U KTO NePBbIA B PEUTUHTE;

2. He ykasbiBal B JWYHOW MOYTE JIMYHYKO  MHpopMaumwo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbI_daHaTt@" unn "pok2013" BmecTo "Tema13";

3. Ncnonb3yin AByxaTanHyo aBTopu3aumto. ITo Korga NOMMMO Maporns HY»KHO BBOAMTL KOf, NpUchinaemMblii
no SMS;

4. Bblbepy crioxHbi naponb. [Anst Kakgoro NoYTOBOro SLLMKA AOIMKEH ObiTb CBOW HaAEXHbIA, YCTOMYMNBLIN K
B3MOMY Naporib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb camMmomy CBOW NINYHbIN BOMpoOC, I/ICFIO.I'Ib3yIZ 3TY BO3MOXHOCTb;

6. VlCI'IOJ'Ib3yIZ HECKOJIbKO MOYTOBbIX ALLNKOB. I'IepBb||7| Onst YacTHom nepennckn ¢ agpecartamMmun, KOTopbiM Tbl
[oBepAeLlb. 3710 SJ'IeKTpOHHbIIZ afjpec He Haao ncnonb3oBaTb NpU perncTpaunm Ha cbopymax n canTtax;

7. He oTkpbiBai hannbl U Apyrue BAOXEHUS B NUCbMax, JaxXe eCriv OHU NpULLnK OT TBOUX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPAaBAANN N1 oHM Tebe aTn hannbi;

8. MNocne okoH4yaHus paboTbl Ha NOYTOBOM CEPBUCE MEPeL 3akpbiTUEM BKNaAKM C cCaiTOM He 3abyab HaxaTtb
Ha "Bbintit".

Knbep6ynnuHr unm BupTyanbHoe usgeBaTenbCTBO

Kl/|6ep6ynn|/|Hr - npecnegosaHne COO00LLEHNSIMM, coaepxawnmm OCKODGJ'IGHI/IH, arpeccuto, 3anyrmsaHue;
XynuraHcTBo; couumaribHoe 6OIZKOTI/IpOBaHI/Ie C NMOMOLLbIO pa3finyHbIX NHTEPHET-CEPBUNCOB.
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OcHoBHbIe coBeTbl N0 60pbOe ¢ KNbepOyIMHIoMm:

1. He 6pocaiics B 601. Jlyywnii cnocob: nocoBeToBaTbCA Kak cebst BECTU U, €Crin HeT TOro, K KOMy MOXHO
06paTnTbCH, TO BHa4arne ycrokomTbcs. Ecnn Tbl HayHeLLb OTBeYaTb OCKOPOMNEHUAMN Ha OCKOPOMNEHNs, TO TOMNbKO
ele 6onbLue pasoxokeLlb KOH(INKT;

2. YnpaBnsn cBoen knbeppenyTtaumen;
3. AHOHMMHOCTb B CETU MHUMasi. CyLLIEeCTBYIOT CMOCO0bI BbISICHNTL, KTO CTOUT 3@ aHOHUMHbLIM aKKayHTOM;

4. He cTtouT BECTM XYyNUraHCKM obpas BUPTYyarbHOW Xn3HU. VIHTepHeT dmKCMpyeT Bce TBOWM OENCTBUS U
COXPaHSIET UX. YAanuTb ux Oy4eT KpaHe 3aTpyAHUTENBHO;

5. Cobniogaw cBO BMPTYyarbHYHO YeCTb CMoroay;

6. UrHopupyin egnHu4HbIA Herate. OpgHoOpasoBble OCKOPOUTENbHbIE COOGLLEHUS Nyylle WUIrHOpMpOBaThb.
OGbIYHO arpeccust NpekpallaeTcs Ha HayanbHoN cTaguu;

7. baH arpeccopa. B nporpammMax oOMeHa MrHOBEHHbIMU COODLLIEHMSIMUA, B COLMAanbHbIX CETAX €eCTb
BO3MOXHOCTb 6J'IOKI/IpOBKI/I oTnpaBKn cooOLeHunn ¢ onpenerneHHbIX anpecos;

8. Ecnu Tbl cBUAETENb KMGEPOYNnMHra. TBou OeNCcTBYS: BbICTYNUTL NPOTUB NPecnenoBaTens, nokasatb emy,
YyTO ero OerCTBUA OLIeHMBAIOTCA HEraTMBHO, NOAAEepPXaTb XXepPTBY, KOTOPOMW HyXHa Mcuxorormyeckasi nomMollb,
Co0BLNTL B3POCIbIM O dhaKTe arpeccMBHOMO NOBEeAEHUS B CETU.

Mo6unbHbIN TenedoH
COBpeMeHHbIe CMapT(bOHbI N NnaHweTbl coaepXat B cebe BnonHe B3pOCJ'IbII7I (byHKLI,I/IOHaJ'I, N Tenepb OHU
MOryT KOHKYpMpOBaTb CO CTaUMOHaAPHbIMU KOMMNbHOTEPaMW. Oﬂ,HaKO, cpeacTts 3aTbl Ona I'IOD,06HbIX yCTpOI7ICTB

NoKa O4eHb Marlo. TeCTI/IpOBaHI/Ie M NMOUCK yﬂ3BI/IMOCTeIZ B HUX NMPOUCXOoOANT HE TaK MHTEHCUBHO, KaK aAJ1A MK, T0 Xe
camoe KacaeTcsl U MOOUITbHbIX I'IpI/I.I'IO)KeHI/IIZ.

COBpeMeHHbIe MOOWIbHbIE 6paysepb| YXe npaktTn4eCkn AorHann HacTonbHble aHanorn, o[gHako
pacwunpeHne beHKLI,I/IOHaJ'Ia BredyeT 3a cobon 6OJ'IbLIJy}O CINOXXHOCTb U MEeHbLUYH 3alnLLEeHHOCTb.

[daneko He BCe MPOW3BOAMTENM BbIMyCKalOT OOHOBNEHUS, 3aKpblBaloLLMe KpUTUYECKME YA3BMMOCTU AN
CBOWX YCTPOWCTB.

OcHoBHbIe coBeThbl A5t 6e30nacHOCTU MOBUITBHOTO Teﬂe(bOHaZ

Hwnyero He saBnsetca no-HacrtosAemy OecnnaTtHbIM. Byﬂ,b OCTOpPOXKeH, Bedb Koraa Tebe npeanararoT
OecnnaTtHbI KOHTEHT, B HEM MoryTt ObITb CKPbITbl KaKne-To niaTHbIe YCIyru;

Oyman, npexge yem otnpaBuTb SMS, ¢oTO Mnn BMAeo. Tbl TOYHO 3HaelWb, rae OHW OyayT B KOHEYHOM
utore?

HeobxoomMmMo 06HOBNSATL ONepaLMoHHY0 CUCTEMY TBOETO CMapTGOHa;
Mcnonb3yn aHTMBUPYCHbIE NPOrpaMmbl 4151 MOOUNBbHBIX TENEegOHOB;

He 3arpyxaii nNpunoxeHuWss OT HEU3BECTHOrO WCTOYHWMKA, Bedb OHW MOMYT CoAepXaTb BPEeaoHOCHOE
nporpamMMHoe oGecrneyeHue;

Mocne Toro kak Tbl BbIMOELWb C canTa, rge BBOAMI JIMYHYO MHOpMaumio, 3anam B HACTPOWKM Gpaysepa u
yaanu cookies;

I'Iepl/lop,wqecm I'IpOBepﬂIZ, Kakme nrnatHble yCrnyrm aktuBupoBaHbl Ha2 TBOEM HOMEpPE;

[asan ceon HOMEpP MOOUITbHOIrO Teﬂe(bOHa TOJNbKO NMOOAM, KOTOPbIX Thl 3Haelb U KOMY OBEpPAELUb;
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Bluetooth AOIMKeH ObITb BbIKIKOYEH, Korga Tbl UM HE NOorib3yeLllbCA. He 3abbiBan MHorga rnpoBepATb 3TO.
Online urpbi

CoBpeMeHHble OHNalH-Urpbl - 3TO Kpaco4Hble, 3axBaTblBaloOlME pasBrievyeHusl, OGbeanHsione COTHU
TbICAY YerioBek Mo BceMy MUpY. MIrpoku uccrnedyloT OaHHbIA UM MUp, OGLLalTCA APYr C APYroM, BbIMOMHSAOT
3a[1aHuns, CpaXkaloTCsl C MOHCTPaMU 1 Mony4aloT OnbIT. 3a yA0BONbLCTBME OHU NNATAT: MOKYNarT AUCK, OnnadnsatoT
aboHeMeHT unu npuobpeTatoT Kakue-To onumn.

Bce atu cpenocrtea uMayTt Ha nogaepXaHne wu pasButune urpbl, a TakKke Ha CcaMy Ge3onacHocTb:
COBEPLUEHCTBYHOTCA CUCTEMbI aBTOPMU3aUnKU, BbIMYyCKAOTCA HOBblE NaTyun (LI,I/I(prBbIe 3annaTtkm and FlpOl'paMM),
3aKpbIBAKTCA YA3BMMOCTU CEPBEPOB.

B nonoGHbIx nrpax CTouT onacatbCA He CTOJIbKO CBOMX COMEPHUKOB, CKOJIbKO KpaXXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaummn OOonbLUMHCTBA nrp.

OcHoBHbIE coBeTbl N0 6€30MacHOCTU TBOETO MrpoBOro akKkayHTa:

1. Ecnu apyroit urpok BedeT cebs nnoxo unu cosgaeT Tebe HEenpuATHOCTW, 3abroKMpyii ero B CrimMcke
UrPOKOB;

2. I'Io>|<any|7|c;| aaAMUHUCTpaTopaM WUrpbl Ha MNJOX0E€ noBeAeHUEe I3TOro WUrpoka, XemnaterbHO MpPUnoXnTb
Kakmne-To goKa3aTtesibCTBa B BUOE CKPUHOB,

3. He ykasblBan nu4yHyo nHopmaumio B npodanne urphbl;
4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeoumumaneHble NaTtin n Moabl;

6. Micnonb3yi CrioxHble 1 pa3Hble naponu;

7. Oaxe BO Bpems WUrpbl HEe CTOMT OTKMOYaTb aHTUBMpycC. MNoka Thbl WUrpaellb, TBOW KOMMbLIOTEP MOTYT
3apasunTb.

DULINHT unu Kpaxa NMUYHbIX 4aHHbIX

O6bl4vHOM Kpameﬁl oeHer n OOKYMEHTOB CerogHd Yyxe HUKOro He yamBullb, HO C pa3BUTUEM
I/IHTepHeT-TeXHOJ'IOFI/IIZ 3MOYMbILUNIEHHUKN NMepeMeCTUMIMCb B UMHTEPHET, M NpPOoAOIIKA0T 3aHMMaTbCA "nooumMbIM"
Oenom.

Tak nosiBuNacb HoBas yrposa: MHTEPHET-MOLLUEHHNYECTBA NN PULLIMHS, rMaBHas Liefb KOTOPOro COCTOUT B
nonyyYyeHNn KoHpUAEeHUManbHbIX AaHHbIX Nonb3oBaTenen - NorMHOB 1 napornen. Ha aHrnuiickom sasblike phishing
ynTaetca kak duwwmHr (ot fishing - ppibHas noens, password - naposnb).

OcHoBHEIe coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnegu 3a cBoMM AKKayHTOM. Ecnu Tbl nogo3peBaelLb, YTO TBOSI aHKeTa Obina B3noMaHa, To Heobxooumo
3a6J'IOKI/IpOBaTb ee 1 coobLWmMTb aagMUHUCTpaTopam pecypca 006 3TOM Kak MOXHO CKopee;

2. VlCI'IOJ'Ib3yIZ Oe3onacHble BeO-canTbl, B TOM 4Kcne, MHTEPHET-Mara3nHoB 1N NMOUCKOBbLIX CUCTEM;

3. VlCI'IOJ'Ib3yIZ CIMOXHbl€ N pa3Hble naposin. Takum o6pasoM, ecnn Tebsi B3nomatoT, TO 3N10YMbILLUNEHHUKN
nonyyart OO0CTyMN TOMbKO K O4HOMY TBOEMY I'IpO(bI/I.I'I}O B CETU, @ HE KO BCEM;

4. Ecnn 1ebs B3nomanu, To Heo6X0AMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble f00aBMneHbl y Tebs
B OpYy3bsiX, O TOM, 4YTO TeDSA B3noManu M, BO3MOXHO, OT TBOEro MMeHM ByaeT paccbinartbCa cnam U CCbIMKU Ha
PULLMHIOBbIE CanThl;
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5. YcTtaHoBu HagexHbi naponb (PIN) Ha MoBUnbHbIN TenedoH;
6. OTKo4M coxpaHeHue napons B Opay3epe;

7. He oTkpbiBai hannbl U Apyrue BAOXEHUS B NUCbMax, JaXe eCriv OHU NpULLnK OT TBOUX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABMAANN N OHKM Tebe aTn hannsbl.

LncdpoBas penyrauus

Lindposas penytaums - 3To HeraTMBHasi UK NO3UMTUBHas MHpopmauus B ceTn o Tebe. KomnpomeTtupytowas
NMHopMauns, pasMeLleHHas B MHTEPHETE, MOXET Cepbe3HbIM 00pa3oM OTPa3UTLCA Ha TBOEW pearibHOW XXWU3HW.
"LUndposas penytaumsa” - 3To TBOW UMUK, KOTOPbIN hopMUpyeTCH U3 MHGopMaLmMm o Tede B MHTEPHETE.

TBOE MECTO XuTenbcTBa, y4yebbl, TBOE (PUHAHCOBOE MOMOXeHWe, 0COBEHHOCTU XapakTepa U pacckasbl O
BGnN3KMX - BCE 3TO HaKanmnMeaeTcs B CETU.

MHorune NOAPOCTKMN J1IETKOMbICITIEHHO OTHOCATCA K ny6n|/||<au,|/||/| TNINYHON I/IHCbOpMaLI,I/II/I B VlHTepHeTe, He
NOHUMasi BO3MOXHbIX NocneacTeui. Thl gaxe He CMOXellb goragaTbCs O TOM, YTO CbOTOFpaCbI/Iﬂ, pa3melleHHada 5
neT Haldapg, ctana I'Ipl/l‘-II/IHOIZ OTKa3a NpUHATb Tebs Ha pa60Ty.

KomMeHTapun, pasmelleHre TBomx potorpadmii n gpyrme OeNCTBUA MOTYT HE UCHE3HYTb AaXe Nnocne Toro,
Kak Tbl UX yganuwb. Tbl HE 3Haellb, KTO COXpPaHWn 3Ty MHopMauuto, nonana nm oHa B NMOUCKOBbLIE CUCTEMbI U
COXpaHunach M OHa, a rMaBHOE: YTO NogyMatoT 0 Tebe OKpyXKatoLLme Nioau, KOTopble HAaNAYT 1 yBUAAT 3T0. Hantu
MHOPMaUMIO MHOTO fIET CMYCTS CMOXET fo0on - kak 13 Aobpbix NOBYXOEHUN, Tak U C HAMEPEHNEM NMPUYNHUTD
Bpen. OTO MOXeT ObITb KTO YrogHo.

OCHOBHble COBETbI MO 3aLumTe UMdPOBON penyTauum:
1. Moaymaii, Npexae 4em YTo-To Ny6nmMKoBaThb M NepedaBaTh Y cebs B 6riore Unn B coLmanbHON CeTu;

2. B HacTporkax npocuns ycTaHOBM OrpaHUYeHuUs Ha NPOCMOTP TBOEro npodung u ero coaepxumoro,
caenai ero Tornbko "ons apysen”;

3. He pa3meLyan 1 He yKkasbiBan MHOPMaLMIO, KOTOpasi MOXET KOro-nmbo ockopbnaTe nnm obmxaTs.
ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJIbHUKN - aKTUBHbIE MONib30BaTeEsN LI,I/I(prBOFO npoCTpaHCcTBa. OpHako pganeko He Bce
3HaAT, 4YTO nNOJIb30OBaHME MHOIMMMMU BO3MOXHOCTAMU LI,I/I(prBOFO Mupa Tpe6yeT cobnoaenns npaB Ha
MHTEeNNeKTyarbHyo COOCTBEHHOCTb.

TepMI/IH "I/IHTe.I'I.I'IeKTyaJ'IbHaﬂ COOCTBEHHOCTL" OTHOCUTCS K pa3nnyHbiIM TBOPEHUAM 4YerioBe4YeCKkoro yma,
Ha4ynHada C HOBbIX |/|306peTeH|/||7| N 3HaKoOB, 000O3HAYaKLLNX COOCTBEHHOCTb Ha npoaAyKTbl N yCnyrn, 1 3akaH4nBad
KHUramm, (bOTOFpa(bVIﬂMVI, KVIHO(*)VIJ'IbMaMI/I N My3blKallbHbIMU NPONU3BeAEHNAMN.

ABTOpCKWE MNpaBa - 3TO NpaBa Ha MHTEMNNEeKTyanbHy0 COBCTBEHHOCTb Ha MPOU3BEASHUA HayKu1, MUTepaTyphbl
N 1ckyccTBa. ABTOPCKME MpaBa BbICTYNalOT B KAYECTBE rapaHTUM TOro, YTO MHTEMNMeKTyanbHbIN/ TBOPYECKUA TpyA,
aBTopa He 6yaeT HamnpacHbIM, 4acT eMy CrpaBenunBble BO3MOXHOCTM 3apaboTaTh Ha pesynbTaTtax cBoero Tpyaa,
nomnyynMTe W3BECTHOCTb M MpusHaHMe. HukTo 6e3 paspelleHUss aBTopa He MOXEeT BOCMpOM3BOAUTbL €ro
npousBefeHne, pacnpocTpaHATb, NyGNMYHO AEMOHCTPMPOBATh, NPoAaBaTh, MMMNOPTMPOBATL, MyckaTb B MpPOKAar,
NyGNMYHO UCTIONHATB, NMOKa3bIBATL/UCMOMHATL B 3pupe unu pasmellaTsb B MIHTepHeTe.

Vcnonb3oBaHue "I'II/IpaTCKOFO" nporpaMmmMmHoOro obecneyeHnsa MoxeT npmnBect K MHOrMM puUCKkam: OT MNMoTepu
OaHHbIX K TBOUM aKKayHTamM [0 6J'IOKI/IpOBKI/I TBOEro yCTpOIZCTBa, rae yCrtaHoBJ1eHa HenerarnbHad nporpamMmma. He
CTOMT Takxke 3abbiBaTb, YTO CyLLEeCTBYIOT JieraribHble U OecnnaTtHble nporpamMmmbl, KOTOPbl€ MOXXHO HaNTN B CETU.

O noprtane

CeTeBI/I‘-IOK.p(b - TBOW [MaBHbIA COBETYMK B CETU. 34eCb Tbl MOXeELllb y3HaTb O Ge3onacHocTM B ceTu
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NOHATHbLIM N OOCTYMNHbIM A3bIKOM, a NP BO3HNKHOBEHUN KpI/ITI/I‘-IeCKOIZ cutyauum 06paTI/ITbC$| 3a coBeToM. A Takke
NPUHATb y4acCTue B KOHKypCax U CTaTb CaMbIiM LI,I/I(prBbIM Fpa)K,El,aHI/IHOM!
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